“Tender for Acquiring Services for conducting Penetration Testing of NBP Internet
Banking”

Tender id: NBP/ITD/PT/06092012

National Bank of Pakistan (NBP) is the largest commercial bank operating in Pakistan and is planning to
launch the Internet banking services to its valuable customers.

In consideration of above and to meet the State Bank of Pakistan requirement, NBP has decided to acquire
the services of renowned vendors to carry out end to end Penetration Testing for this Internet Banking
application to reveal any vulnerabilities / weaknesses that can:

1. Be exploited by any threat agent that can endanger or compromise the availability, integrity and
confidentiality of the data.

2. Endanger the data and communication channels, data in transit and any other vulnerability that can
compromise the availability, integrity and confidentiality of the data.

3. Be used to create foot print that can used to map an attack which can compromise the availability,
integrity and confidentiality of the data

The scope of Penetration Testing will include all the components required to test end to end path of internet
banking. This includes but not limited to the following.

1. Internet Banking Application of NBP
2. All the systems involved in internet banking including databases, webservers etc.

3. All the network components involved to entertain internet banking request that includes public
IP(s), firewalls, routers, switches etc.

In order to perform the above assignment , sealed bids addressed to Head I.T. Procurement and Vendor
Management Wing, NBP, Head Office, Karachi, are invited from renowned vendors /who must be
registered with Sales Tax, Income Tax Departments.

Bidding will be conducted using Single Stage Two envelope bidding procedure of PPRA Rules, 2004.
Interested vendors may collect the bidding documents / RFP from undersigned office on or before Friday
September 14™ | 2012, after submitting a Non-Disclosure Agreement valid for 5 years (specimen of NDA
may be obtained from the undersigned office) along with Copy of CNIC and Authority Letter. Bids must be
submitted accompanying all requisite documents on Tuesday September 25", 2012 at 11:00 AM and will
be opened in the presence of interested bidders on the same day at 11:30 AM. All bids must be
accompanied by a bid security of not less than 2% of the total Bid Value, in currency of Pak Rupees.

The details of services required, including technical requirements, Bill of quantity, completion schedule
and evaluation criteria is mentioned in RFP package.

NBP reserves the right to cancel this tender at any stage. This advertisement is also available on NBP and
PPRA websites.

Head IT Procurement,

Information Technology Division,

National Bank of Pakistan,

6" Floor, Jubilee Insurance House, L.I.Chundrigar Road, Karachi
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